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Welcome Note from the Board of Dais 

 

Dear Delegates 

A warm welcome to the Disarmament and International Security council (DISEC). DISEC is 

one of the most interesting and vigorous councils, with a mandate that stretches across a 

wide spectrum of topics. For this council, the two items on the agenda are cyber security 

and (space-based weapons) - indicative of the wide ambit of our council, the concerns 

stretch from the days of the Cold War to modern day conflicts.  

These should adequately illustrate what DISEC is about; beyond the superficial and 

immediate knowledge that the world sees, delegates are encouraged to go deeper, to seek 

and find the roots of these issues at hand and come up with effective and hopefully 

creative solutions. 

Cyber security is a field that has had attracted much attention to itself in recent 

years, with multiple instances of such attacks in recent memory. Delegates should focus on 

addressing the laws governing this, as well as ensuring that their solutions are future-

proofed as far as reasonably possible. The Dais trusts that this would be an engaging 

exercise in tact and diplomacy. 

On the other hand, evaluating the outer space weapons treaty is a topic that has 

repercussions from the past as well as on the future. Delegates must be mindful to 

understand the initiatives in the context of their day, as well as understanding how shifts in 

policy affect the world at large, balancing the need to ensure peace with the instrumental 

role that sovereign governments play in this matter. 
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While complex, the Dais has faith that all delegates would do their utmost in 

exploring and understanding the intricacies of all topics at hand. We look forward to 

meeting all of you during the conference. 

 

Leonard Soh 

On behalf of the DISEC Dais 
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Chairperson Biographies 

 

Head Chairperson: Bisakha Das 

Bisakha is a first year student in NTU, pursuing her degree in Data Science and Artificial 

Intelligence. Her history with MUN takes her back four years ago, when she started out as 

an intimidated introvert in UNSC, and since then has been suffering from the MUN virus. 

So please, do not worry because, with her experience, she dutifully understands the woes 

of being a delegate (falling asleep, bloc politics etc.). 

At the same time, she hopes to witness some fruitful, high-quality debates in the 

upcoming MUN, with meritable resolutions at the end of this three day journey. 

Nevertheless, she will not forget the social night which promises to make the conference 

even more interesting. When she is not busy studying to avoid the wrath of  her GPA, she 

can be found in the worlds of Fitzgerald or Jane Austen, or lip-syncing to the most varied 

collection of songs. She is also a passionate devotee of bathroom singing, fluffy animals, 

and dirty politics.  

All the best, and do not hesitate to approach her with any queries, at 

bisakhadas06@gmail.com  

 

 

Assistant Chairperson: Yuan Bin Da  

Bin Da is a 20 year old Aerospace Engineering and Economics freshman at NTU. Despite 

the strange degree combinations and hectic schedules, he still manage to find time to 

mailto:bisakhadas06@gmail.com
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enjoy the comedy of recent US politics. After moving overseas in Secondary 3, this will be 

his first time rejoining the Singapore MUN Circuit. Having participated in numerous 

conferences, Bin Da can fondly recall numerous instances of taking power naps during 

council, making corny MUN jokes and sneakily making Starbucks runs during 

Unmoderated Caucus. Having done pretty much almost every trick out there, you all will 

need to come up with creative antics to get pass him. He looks forward to meeting all of 

you for an exciting and fruitful conference on 15 February.  

 

Assistant Chairperson: Leonard Soh  

Leonard is a first year marketing student in Singapore University of Social Sciences. Being 

the masochist that he is, Leonard realised 2 years after the debacle of his first outing that 

he craved the experience of MUN-ning. Given his penchant for questionable life decisions, 

his friends can't tell what he is doing at any given point in time, and neither can he. In his 

free time he enjoys tilting as Reinhardt, charging into 6 enemies with no shield, no armour 

and 1/3 of his total health. Damnit team, where's the follow up? 
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Topic 1: Developing Rules of Cyber Warfare 

 

Overview 

As the world continues to digitalize, it becomes increasingly important to control the use of 

cyberspace for the security of governments and organizations, hence placing a greater 

importance on the creation of rules of cyber warfare. As the face of the ‘future of war’, 

cyber-attacks continue to increase in number and level of sophistication each year. Despite 

this, there is little or no consensus regarding many of its aspects, including the definition of 

the term ‘cyber warfare’ itself. For the purpose of this study guide and conference, ‘cyber 

warfare’ will refer to the use of computer technology to penetrate into the cyberspace of 

another state or organization, with the motive of harm or disruption.  

Cyberwars commence with one single action, but the term refers to a continuous 

effort of puncturing the cyberspace of another party with malicious intent. This broad topic 

will range from the ethical considerations of cyber warfare to the extent of limitations on 

the development and use of cyber weapons. Not only is cyber warfare an example of 

infringement of personal and civil rights, but it can also compromise with the sovereignty of 

states. Among the multiple acts classified under ‘cyber warfare’, sabotage, espionage, and 

attacks on electrical power grids are the three most alarming methods.  

Delegates are encouraged to concentrate on the following areas of international law: 

1) Under the law governing the resort to force between states, the circumstances 

under which cyber operations can be counted under the term ‘force’ needs to be 

determined. According to the article 2(4) of the UN Charter, member countries are 

to refrain from using force against any other state, which threatens their political 
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independence. Even though the article prohits armed and unarmed modes of force, 

due to the lack of a proper definition of the term ‘cyber warfare’, the extent to which 

cyber warfare can qualify as a ‘force’ is undecided.  

2) Under the law of neutrality, the question arises regarding the extent to which 

belligerents can legally use infrastructures of neutral states for the purpose of 

launching a cyber attack, and the responsibility that a neutral state plays in such a 

conflict. As recognized by the ICJ, neutrality is one of the very fundamental principles 

of international law, which can be applied regardless of the type of weapons being 

used. Hence, it is important to include cyberspace in the domain of discussion, as in 

a situation of international armed conflict, a neutral state must not have its 

territories involved.  

3) Under the law of armed conflict, the term ‘cyberwarfare’ must be differentiated from 

other phenomena, which are not governed by the international humanitarian law, 

such as cyber criminality and cyberterrorism, which are more focused on the 

criminals and the victims, rather than the action of crime conducted. Hence, the 

extent to which the rules of the international humanitarian laws apply has to be 

clarified such that it does not overlap with the rules and regulations of cyberwarfare. 

Through this, the main focus will lie on the rules of the international humanitarian 

law, rather than the people involved in the conduct of an armed conflict, which is 

comparatively less relevant for cyberwarfare.  

 

Key Issues 

Cyber activities are a relatively new domain of war, especially since nations are becoming 

increasingly dependent on the cyber domain to provide services to its citizens, for example, 
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power grids, transportations, and finance. Cyber warfare, can be used as a tool to cause 

blackouts, cut off water supply to safe drinking water, destabilize a national economy, and 

therefore, pose a threat to international peace and security. 

In recent years, personal, governmental, and organizational institutions have all been 

under threat of cyber warfare.  In 2006, Russian mafia group developed and began using 

malware for identity theft, which by September 2007, was estimated to be running on a 

million computer systems, sending millions of infected email in one day. Governmental 

organizations such as NASA and Pentagon were also affected by cyber attacks. In 2008, 

NASA confirmed a virus on the laptops used in the International Space Station, which were 

to steal passwords and sent them to a remote server.   

Financial organizations have also been a target of cyber warfare; for example, the 

State Bank of India was attacked by hackers, which forced the bank to temporarily shut 

down. Similarly, personal computers in the Middle East were found to have a virus, which 

could spy on important financial records and industrial systems. Such cases of espionages 

are usually difficult to judge in the eyes of a judicial procedure, as although illegal, they are 

often claimed to have a defensive purpose. Till date, there exists no proper rule which can 

protect organizations and the public from cyber espionage.   

 

Existing Solutions 

The first treaty signed, which addressed cyber crime was the Convention on Cybercrime, 

which officially marked the beginning of the era, which now considers war to be possible in 

the cyber domain. This international treaty aimed towards addressing cyber crime by 

harmonizing and increasing cooperation between national laws and nations. This treaty set 
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the groundwork for future discussions regarding the topic of cyber crime, and the manner 

in which rules of cyber peace are important to ensure international peace and security.  

Groups of Governmental Experts (GGE) report directly to the General Assembly 

DISEC regarding the developments in the spectra of cyber technologies, and explore the 

manner in which international law applies to the use of information and communications 

technologies. However, a conclusion on a consensus report was never reached by the GGE 

due to the reluctance of a few participating states in regards with engaging with the 

mandate on international issues.. 

At the summit of the Group of Eight industrialized countries, three types of cyber-

specific communication channels were established: firstly, a channel between two 

countries to discuss malware from each other’s territories; secondly, a link between nuclear 

risk reduction centres for cyber incidents of national security importance; and thirdly, a 

phone link between the White House and the Kremlin for major cyber incidents.  

 

Key Players 

As delegates form coalitions and write resolutions, they are encouraged to consider the 

level of cyber capabilities demonstrated by different nations. Factors such as estimated 

number of hackers, level of expertise in computer science and malware sophistication can 

demonstrate a country’s cyber warfare capabilities. While certain countries can share 

certain similarities, delegates should highlight the differences in their country’s policies. 

When articulating their country policy and crafting solutions, delegates should take into 

account their nations’ official military objectives and any existing forays into cyber warfare.  

 



 
 

 
 
 10 

DISEC 
 

 
 

United States of America 

The United States Cyber Command was established in in 2009, establishing cyberspace as 

a warfighting domain. As a global superpower, the USA has been the target of multitude 

hacking attempts from various hostile powers. While it has traditionally taken a defensive 

approach to cyber warfare, under the current administration has taken a more aggressive 

stance on the matter. The USA has advocated for the application of existing international 

law to cyber warfare and an open and secure internet. However, all current attempts by the 

U.N to reach such a resolution has been met with opposition from nations such as Russia 

and China 

 

European Union 

The European Union have significant cyber capabilities that tends to be more focused on 

defense. In 2016, the Network Information Systems (NIS) Directive was adopted by EU 

member countries with the purpose of improving the Union’s cyber security capabilities. 

However, like the US, the EU is also considering taking an offensive strategy to counter 

attempts by other nations to steal technology and undermine governments. Similar to the 

US, the EU hopes to apply existing international laws cyber warfare to preserve security 

and mitigate conflicts. 

 

Russia 

Russia is one of the major global powers when it comes to cyber warfare. Multiple cyber 

attacks around the world has been attributed to russian organizations, most notably the 

interference in the US 2016 Presidential Election and the 2016 Brexit Referendum. Russia 
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has more traditionally deployed it cyber capabilities for political purposes. Russia advocates 

for additional regulations to clarify how international law applies to cyberspace, specifically 

on how nations can exercise sovereignty over the internet. 

 

China 

China also has significant cyber capabilities. However, it has focused most of its efforts on 

obtaining technologies and research. Additionally, numerous corporations have claimed 

that they were the target of China’s cyber espionage efforts. China has adopted a stance 

similar to the Russia. 

 

North Korea 

North Korea is also one of the leading powers in cyber warfare. It has launched multiple 

attacks on banks in Latin America and Asia. With its history for disregarding international 

law, North Korea shows no signs of restraining its cyber attacks.  

 

Questions A Resolution Must Answer 

1. What constitutes a cyber warfare attack? What are the appropriate responses to 

such an attack? What critical infrastructures should not be attacked for any reason? 

2. What principles or past international agreements can be drawn upon to create a 

resolution that sets limits for cyber warfare so as to maintain international security 

and peace? 
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3. Should existing international bodies have a role in determining the responsibilities 

for destabilizing cyber attacks? 

4. How should member states respond to cyber attacks by private or non-state  

organizations that have acquire such offensive capabilities? What forms of 

cooperation or aid should be given to affected countries in pursuing the culprits? 

  



 
 

 
 
 13 

DISEC 
 

 
 

Bibliography 

Galeon, D. (2018, February 20). Cyber warfare is growing. We need rules to protect 

ourselves. Retrieved from https://futurism.com/cyber-warfare-rules-protect-ourselves  

The History of Cyber Warfare. (2018, May 07). Retrieved from 

https://online.lewisu.edu/mscs/resources/the-history-of-cyber-warfare 

What is cyber warfare? (1970, December 12). Retrieved from 

https://www.itpro.co.uk/security/28170/what-is-cyber-warfare 

Ahuja, A. (2018, October 22). Lay down rules of engagement for cyber war before it is too 

late. Retrieved from https://www.ft.com/content/65622adc-d51c-11e8-aa22-36538487e3d0 

Chong, Z. (2018, February 20). UN should create cyberwarfare rules, chief says. Retrieved 

from https://www.cnet.com/news/un-chief-wants-international-rules-regulating-cyber-

warfare/ 

Sebenius, A. (2017, June 28). Writing the Rules of Cyberwar. Retrieved from 

https://www.theatlantic.com/international/archive/2017/06/cyberattack-russia-ukraine-

hack/531957/ 

Nato. (n.d.). Cyber defence. Retrieved from 

https://www.nato.int/cps/en/natohq/topics_78170.htm 

Martin, P. K. (n.d.). NASA Cybersecurity: An Examination of the Agency’s Information 

Security[PDF]. U.S. House of Representatives. 

Arms Control Today. (n.d.). Retrieved from https://www.armscontrol.org/act/2013_09/The-

UN-Takes-a-Big-Step-Forward-on-Cybersecurity 

Significant Cyber Incidents. (n.d.). Retrieved from 

https://www.csis.org/programs/cybersecurity-and-governance/technology-policy-

program/other-projects-cybersecurity 



 
 

 
 
 14 

DISEC 
 

 
 

Armerding, T. (2018, October 01). U.S. Vows To Go On Cyber Offense. Retrieved from 

https://www.forbes.com/sites/taylorarmerding/2018/09/28/u-s-vows-to-go-on-cyber-

offense/#799b813f7e19 

Cyberattack Revelations Appear to Undercut Russia's UN Efforts. (2018, December 07). 

Retrieved from https://www.chathamhouse.org/expert/comment/cyberattack-revelations-

appear-undercut-russia-un 

Bowcott, O. (2017, August 23). Dispute along cold war lines led to collapse of UN 

cyberwarfare talks. Retrieved from https://www.theguardian.com/world/2017/aug/23/un-

cyberwarfare-negotiations-collapsed-in-june-it-emerges 

Emmott, R. (2017, November 30). NATO mulls 'offensive defense' with cyber warfare rules. 

Retrieved from https://www.reuters.com/article/us-nato-cyber/nato-mulls-offensive-defense-

with-cyber-warfare-rules-idU S KBN1DU1G4 

Legroju. (2018, August 24). The Directive on security of network and information systems 

(NIS Directive). Retrieved from https://ec.europa.eu/digital-single-market/en/network-and-

information-security-nis-directive

https://ec.europa.eu/digital-single-market/en/network-and-information-security-nis-directive
https://ec.europa.eu/digital-single-market/en/network-and-information-security-nis-directive


 
 

 
 
 15 

DISEC 
 

 
 

 

  



 
 

 
 
 16 

DISEC 
 

 
 

Topic 2: Evaluating the Outer Space Weapons Treaty in the 21st Century 

 

Overview 

Space Based Weapons found their origins in World War 2. Back in the day, the Nazis had 

developed the V-2 missile system to combat the West in WW2. These missiles had the 

ability to attain sub-orbital flight, thus increasing the range of these weapons and reducing 

flight time. 

In WW2, space became an arena of contention between the superpowers (USA and 

USSR). With both stockpiling nuclear weapons, Mutually Assured Destruction kept this 

conflict in balance. Each superpower sought ways to tips the scales in their favour, even 

while they tried to diplomatically manage the situation. After the Cuban Missile Crisis, the 

USA tried to invent a method to proactively tackle this weakness. This culminated in the 

“Star Wars” programme, whereby President Reagan proposed an orbital weapons platform 

to shoot down any incoming missiles. 

If successful, “Star Wars” stood to destabilize the balance of power between the 2 

superpowers and thus embolden the US as it would be unilaterally safe from Soviet 

Retaliation.  

The Outer Space Treaty was signed to ensure the balance of nuclear power would 

be maintained. It committed the Powers to curtail and limit development and deployment of 

weapons in outer space in spirit. However, the Treaty defined the weapons to be nuclear-

based tactical weapons, as such traditional explosives and armaments were not restricted 

by the treaty. This leads to the opinion that these treaties governing the use of Outer Space 
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are less than sufficient in preventing aggression, and that space is the new frontier in 

warfare. 

 

Key Issues 

The delegates are expected to address the following issues primarily, along with secondary 

complications which the committee deems necessary. 

Treaties currently lack practicality of enforcement. Given the absence of law 

enforcement in space, it serves that current treaties do not have much legal repercussions 

to substantiate them. While they have not been violated thus far, there exist loopholes that 

make such violations possible. As a result, any treaties discussed are often negligible in 

impact. 

The Bogota Declaration argued that Geo-Stationary Orbit should not be seen as 

neutral ground, as there are countries that lie on the equator; hence these parts of space 

should be seen as a natural resource of these countries. Whilst International Law precludes 

the Declaration it sets a precedent for other challenges to International Law as it could 

eventually extend to extraterrestrial resources should they eventually be found. 

Furthermore, current measures only place limits upon nations. Individuals and 

corporations are not included, leading to companies such as LunarLand which claim to a 

real estate company specialising in the sale of land on the moon. Whether such claims 

would be legally recognised remain to be seen as of now. 

 

Existing Solutions 
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The Outer Space Treaty was the original treaty that limited military force in Outer Space 

and came into force on 10 October 1967. In the midst of the Cold War, USA and USSR had 

recognised that space was the new frontier in warfare and could tip the status quo of 

Mutually Assured Destruction that enabled peace. 

The Space Preservation Treaty was signed on 4 Dec 2014, proposed by China and 

Russia. It proposed that weapons were not to be placed in Space and called upon 

countries to actively contribute to peaceful use of Outer Space and prevent an arms race.   

 

Key Players 

While forming coalitions and working on draft resolutions, delegates are encouraged to 

consider the each nation’s space capabilities. This includes existing space organizations, 

defense spendings on space projects and their arsenal of weapons that can reach space. 

Despite sharing some similarities, delegates should consider the differences in their 

counties’ national policies, especially in the recent political climate. While certain countries 

can share certain similarities, delegates should highlight the differences in their country’s 

policies. 

 

Russia 

As one of the leading countries when it comes to space technologies since the Cold war, 

Russia has in the past made attempts to militarize space, one of them being the Salyut 3 

space station that had a 23mm cannon that had a firing range up to 3km. Russia has made 

significant advancements in weapons that utilize space, especially with its recent 

hypersonic missile. In 2008, Russia submitted a draft treaty to prevent nations from placing 
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objects carrying any type of weapon into orbit, installing weapons on celestial bodies, and 

threatening to use force against objects in outer space. 

 

United States of America 

Since the Cold War, the USA has been steadily developing it space capabilities ever since. 

With perhaps the most recognized space agency, NASA, the USA has pioneered numerous 

efforts into the discovery of space. However, it superiority is not limited to this. Similar to 

the Russians, it has significant capabilities to militarize space. In 2008, the USA even 

managed to use a surface to air missile to destroy one of its failed spy satellites, drawing 

international criticism. The USA has strongly advocated for the peaceful use of space with 

a focus recently on banning terrestrial based anti-satellite weapons. 

Questions A Resolution Must Answer 

1. What constitutes aggression in the sphere of outer space? 

2. What principles or past international agreements can be drawn upon to create a 

resolution that sets limits for space-based warfare so as to maintain international 

security and peace? 

3. Should existing international bodies have a role in determining the responsibilities 

for destabilizing actions in space? 

4. What role should the International Community serve in containing and defining 

actions of aggression in Space? 

5. How can an International Standard be achieved, and how can countries be 

compelled/ enticed to meet and compromise over them? 
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